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1 Status of this Document

This document specifies an ebXML DRAFT for the eBusiness community. Distribution of this
document is unlimited.

The document formatting is based on the Internet Society’s Standard RFC format converted to
Microsoft Word 2000 format.

Note: implementers of this specification should consult the ebXML web site for current status and
revisions to the specification (http://www.ebxml.org).

This version

http://www.ebxml.org/project teams/transport/ebxml message service specification v-
0.98b.pdf

Latest version

http://www.ebxml.org/project teams/transport/ebxml message service specification v-0.98.pdf

Previous version

http://www.ebxml.org/ /project teams/transport/ebxml _message service specification v-
0.8 001110.pdf
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4 Introduction

This is a draft standard for trial implementation. This specification is one of a series of
specifications. The main specification that is yet to be developed is the ebXML Service Interface
specification that describes, in a language independent way, how an application or other process
can interact with software that complies with this ebXML Message Service Specification. The
ebXML Service Interface specification is being developed as a separate document. It SHALL
either be incorporated into a future version of this specification or referenced as an external
specification as deemed most suitable by the ebXML Transport, Routing and Packaging Team.

4.1 Summary of Contents of Document

This specification defines the ebXML Message Service protocol that enables the secure and
reliable exchange of messages between two parties. It includes descriptions of:

» the ebXML Message structure used to package payload data for transport between
parties

» the behavior of the Message Service Handler that sends and receives those messages
over a data communication protocol.

This specification is independent of both the payload and the communication protocol used,
although Appendices to this specification describe how to use this specification with [HTTP] and
[SMTP].

This specification is organized around the following topics:

» Packaging Specification — A description of how to package an ebXML Message and its
associated parts into a form that can sent using a communications protocol such as
HTTP or SMTP (section 7)

 ebXML SOAP Extensions — A specification of the structure and composition of the
information necessary for an ebXML Message Service to successfully generate or
process an ebXML Message (section 8)

* Message Service Handler Services — A description of two services that enable one
service to discover the status of another Message Service Handler (MSH) or an individual
message (section 9)

* Reliable Messaging — The Reliable Messaging function defines an interoperable
protocol such that any two Message Service implementations can “reliably” exchange
messages that are sent using “reliable messaging” once-and-only-once delivery
semantics (section 10)

e Error Handling — This section describes how one ebXML Message Service reports
errors it detects to another ebXML Message Service Handler (section 11)

e Security — This provides a specification of the security semantics for ebXML Messages
(sectionl2).

Appendices to this specification cover the following:

* Appendix A Schema — This normative appendix contains [XML Schema] for the ebXML
Header document.

* Appendix B Communication Protocol Envelope Mappings — This normative appendix
describes how to transport ebXML Message Service compliant messages over [HTTP]
and [SMTP]

4.2 Document Conventions

Terms in Italics are defined in the ebXML Glossary of Terms [Glossary]. Terms listed in Bold
Italics represent the element and/or attribute content. Terms listed in Cour i er font relate to
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MIME components. Notes are listed in Times New Roman font and are informative (non-
normative).

The keywords MUST, MUST NOT, REQUIRED, SHALL, SHALL NOT, SHOULD, SHOULD NOT,
RECOMMENDED, MAY, and OPTIONAL, when they appear in this document, are to be
interpreted as described in RFC 2119 [Bra97] as quoted here:

Note: the force of these words is modified by the requirement level of the document in which they are used.

 MUST: This word, or the terms “REQUIRED” or “SHALL”, means that the definition is an
absolute requirement of the specification.

 MUST NOT: This phrase, or the phrase “SHALL NOT”, means that the definition is an
absolute prohibition of the specification.

e SHOULD: This word, or the adjective “RECOMMENDED”, means that there may exist
valid reasons in particular circumstances to ignore a particular item, but the full
implications must be understood and carefully weighed before choosing a different
course.

 SHOULD NOT: This phrase, or the phrase “NOT RECOMMENDED”, means that there
may exist valid reasons in particular circumstances when the particular behavior is
acceptable or even useful, but the full implications should be understood and the case
carefully weighed before implementing any behavior described with this label.

 MAY: This word, or the adjective "OPTIONAL", mean that an item is truly optional. One
vendor may choose to include the item because a particular marketplace requires it or
because the vendor feels that it enhances the product while another vendor may omit the
same item. An implementation which does not include a particular option MUST be
prepared to interoperate with another implementation which does include the option,
though perhaps with reduced functionality. In the same vein an implementation which
does include a particular option MUST be prepared to interoperate with another
implementation which does not include the option (except, of course, for the feature the
option provides.)

4.3 Audience

The target audience for this specification is the community of software developers who will
implement the ebXML Message Service.

4.4 Caveats and Assumptions

It is assumed that the reader has an understanding of transport protocols, MIME, XML, SOAP,
SOAP Messages with Attachments and security technologies.

45 Related Documents

The following set of related specifications are developed independent of this specification as part
of the ebXML initiative:

* ebXML Message Services Requirements Specification [EBXMLMSREQ)] — defines the
requirements of these Message Services

» ebXML Technical Architecture [EBXMLTA] — defines the overall technical architecture
for ebXML

» ebXML Technical Architecture Security Specification [EBXMLTASEC] — defines the
security mechanisms necessary to negate anticipated, selected threats

» ebXML Collaboration Protocol Profile and Agreement Specification [EBXMLTP]
(under development) - defines how one party can discover and/or agree upon the
information that party needs to know about another party prior to sending them a
message that complies with this specification

Message Service Specification 0.98b Page 9 of 75
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* ebXML Registry/Repository Services Specification [EBXMLRSS] — defines a registry
service for the ebXML environment

Message Service Specification 0.98b Page 10 of 75
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5 Design Objectives

The design objectives of this specification are to define a wire format and protocol for a Message
Service to support XML-based electronic business between small, medium, and large
enterprises. While the specification has been primarily designed to support XML-based electronic
business, the authors of the specification have made every effort to ensure that the exchange of
non-XML business information is fully supported. This specification is intended to enable a low
cost solution, while preserving a vendor's ability to add unique value through added robustness
and superior performance. It is the intention of the Transport, Routing and Packaging Project
Team to keep this specification as straightforward and succinct as possible.

Every effort has been made to ensure that the REQUIRED functionality described in this
specification has been prototyped by the ebXML Proof of Concept Team in order to ensure the
clarity, accuracy and efficiency of this specification.
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6 System Overview

This document defines the ebXML Message Service component of the ebXML infrastructure.
The ebXML Message Service defines the message enveloping and header document schema
used to transfer ebXML Messages over a communication protocol such as HTTP, SMTP, etc.
This document provides sufficient detail to develop software for the packaging, exchange and
processing of ebXML Messages.

The ebXML Message Service is defined as a set of layered extensions to the base Simple Object
Access Protocol [SOAP] and SOAP Messages with Attachments [SOAPATTACH] specifications
that have a broad industry acceptance, and that serve as the foundation of the work of the W3C
XML Protocol Core working group. The ebXML Message Service provides the security and
reliability features necessary to support international electronic business that are not provided in
the SOAP and SOAP Messages with Attachments specifications.

6.1 What the Message Service does

The ebXML Message Service defines robust, yet basic, functionality to transfer messages
between trading parties using various existing communication protocols. The ebXML Message
Service is structured to allow for messaging reliability, persistence, security and extensibility.

The ebXML Message Service is provided for environments requiring a robust, yet low cost
solution to enable electronic business. Itis one of the four "infrastructure” components of ebXML.
The other three are: Registry/Repository [EBXMLRSS], Collaboration Protocol Profile/Agreement
[EBXMLTP] and ebXML Technical Architecture [EBXMLTA].

6.2 Message Service Overview

The ebXML Message Service may be conceptually broken down into following three parts: (1) an
abstract Service Interface, (2) functions provided by the Message Service Handler (MSH), and (3)
the mapping to underlying transport service(s).

The following diagram depicts a logical arrangement of the functional modules that exist within
one possible implementation of the ebXML Message Services architecture. These modules are
arranged in a manner to indicate their inter-relationships and dependencies.

» Header Processing - the creation of the ebXML Header elements for the ebXML
Message uses input from the application, passed through the Message Service Interface,
information from the Collaboration Protocol Agreement (CPA defined in [EBXMLTP]) that
governs the message, and generated information such as digital signature, timestamps
and unique identifiers.

» Header Parsing - extracting or transforming information from a received ebXML Header
element into a form that is suitable for processing by the MSH implementation.

e Security Services - digital signature creation and verification, authentication and
authorization. These services MAY be used by other components of the MSH including
the Header Processing and Header Parsing components.

* Reliable Messaging Services - handles the delivery and acknowledgment of ebXML
Messages sent with deliverySemantics of OnceAndOnlyOnce. The service includes
handling for persistence, retry, error notification and acknowledgment of messages
requiring reliable delivery.

 Message Packaging - the final enveloping of an ebXML Message (ebXML header
elements and payload) into its SOAP Messages with Attachments [SOAPATTACH)]
container.

« Error Handling - this component handles the reporting of errors encountered during
MSH or Application processing of a message.
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152 * Message Service Interface - an abstract service interface that applications use to
153 interact with the MSH to send and receive messages and which the MSH uses to
154 interface with applications that handle received messages.

155

ebxXML Application
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and
repudiation services
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Encryption
and’or
Digital
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156
157 Figure 6-1 Typical Relationship between ebXML Message Service Handler Components
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7 Packaging Specification

7.1 Introduction

An ebXML Message is a communication protocol independent MIME/Multipart message
envelope, structured in compliance with the SOAP Messages with Attachments [SOAPATTACH)]
specification, referred to as a Message Package.

There are two logical MIME parts within the Message Package:

A MIME patrt, referred to as the Header Container, containing one SOAP 1.1 compliant
message. This XML document is referred to as a SOAP Message for the remainder of
this specification,

» zero or more MIME parts, referred to as Payload Containers, containing application level
payloads.

The SOAP Message is an XML document that consists of the SOAP Envelope element. This is
the root element of the XML document representing the SOAP Message. The SOAP Envelope
element consists of the following:
* One SOAP Header element. This is a generic mechanism for adding features to a SOAP
Message, including ebXML specific header elements.

* One SOAP Body element. This is a container for message service handler control data
and information related to the payload parts of the message.

The general structure and composition of an ebXML Message is described in the following figure.

Communication Protocol Envelope (HTTP, SMTP, etc.)

SOAP with Attachments MIME Envelope - Message Package
MIME Part
SOAP-ENV:Envelope
SOAP-ENV:Header Header Container

| eb:MessageHeader

| eb:TraceHeaderList |
other:Etc...

SOAP-ENV:Body
| eb:Manifest

| eb:Etc...

other:Etc...

MIME Part(s)

Payload(s) N Payload Container(s

Figure 7-1 ebXML Message Structure

7.1.1 SOAP Structural Conformance
ebXML Message packaging SHALL comply with the following specifications:
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« Simple Object Access Protocol (SOAP) 1.1 [SOAP]
* SOAP Messages with Attachments [SOAPATTACH]

Carrying ebXML headers in SOAP Messages does not mean that ebXML overrides existing
semantics of SOAP, but rather that the semantics of ebXML over SOAP maps directly onto SOAP
semantics.

7.2 Message Package

All MIME header elements of the Message Package MUST be in conformance with the SOAP
Messages with Attachments [SOAPATTACH] specification. In addition, the Cont ent - Type
MIME header in the Message Package MUST contain a t ype attribute that matches the MIME
media type of the MIME body part that contains the SOAP Message document. In accordance
with the [SOAP] specification, the MIME media type of the SOAP Message MUST have the value
“text/xm .

It is strongly RECOMMENDED that the root part contain a Cont ent - | D MIME header structured
in accordance with [RFC2045], and that in addition to the required parameters for the
Multipart/Related media type, the st art parameter (OPTIONAL in [RFC2387]) always be
present. This permits more robust error detection. For example:

Content-Type: nmultipart/rel ated; type="text/xm ”; boundary="-------- boundar yVal ue”;
st art =" <ci d- of - SOAP- nessage- body- part >"

7.3 Header Container

The root body part of the Message Package is referred to in this specification as the Header
Container. The Header Container is a MIME body part that MUST consist of one SOAP Message
as defined in the SOAP Messages with Attachments [SOAPATTACH] specification.

7.3.1 Content-Type

The MIME Cont ent - Type header for the Header Container MUST have the value

“t ext / xm ” in accordance with the [SOAP] specification. The Cont ent - Type header MAY
contain a “char set ” attribute. For example:

Cont ent - Type: text/xm ; charset="UTF-8"

7.3.1.1 charset Attribute

The MIME char set attribute identifies the character set used to create the SOAP Message.
The semantics of this attribute are described in the “charset parameter / encoding considerations”
of text/ xm as specified in [XMLMedia]. The list of valid values can be found at
http://www.iana.org/.

If both are present, the MIME char set attribute SHALL be equivalent to the encoding
declaration of the SOAP Message. If provided, the MIME char set attribute MUST NOT contain
a value conflicting with the encoding used when creating the SOAP Message.

For maximum interoperability it is RECOMMENDED that [UTF-8] be used when encoding this
document. Due to the processing rules defined for media types derived from t ext / xmi
[XMLMedia], this MIME attribute has no default. For example:

char set =" UTF- 8";

7.3.2 Header Container Example
The following fragment represents an example of a Header Container:

Content -1 D: nessagepackage- 123@xanpl e. com --| Header Cont ai ner
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Content - Type: text/xm; |
char set =" UTF- 8” |

<SQAP- ENV: Envel ope | -- SCAP Message
xm ns: SOAP- ENV="htt p: / / schenas. xrm soap. or g/ soap/ envel ope/ " >
<SOAP- ENV: Header >

</ SOAP ENV: Header >
<SQAP- ENV: Body>

</ SOAP- ENV: Body>
</ SOAP- ENV: Envel ope>

7.4 Payload Container

Zero or more Payload Containers MAY be present within a Message Package in conformance
with the SOAP Messages with Attachments [SOAPATTACH] specification.

If the Message Package contains an application payload, it MUST be enclosed within a Payload
Container.

If there is no application payload within the Message Package then a Payload Container MUST
NOT be present.

The contents of each Payload Container MUST be identified by the ebXML Message Manifest
element within the SOAP Body (see section 8.10).

The ebXML Message Service Specification makes no provision, nor limits in any way, the
structure or content of application payloads. Payloads MAY be a simple-plain-text object or
complex nested multipart objects. The specification of the structure and composition of payload
objects is the prerogative of the organization that defines the business process or information
exchange that uses the ebXML Message Service.

7.4.1 Example of a Payload Container

The following fragment represents an example of a Payload Container and a payload:

Content-| D: <domai nnane. exanpl e. com> - ------------ | ebXM. M ME
Content - Type: application/xm ------------- |

Payl oad
<lnvoice> e Cont ai ner

<l nvoi cedat a> Payl oad

</ I nvoi cedat a>
</lnvoice> e |

7.5 Additional MIME Parameters

Any MIME part described by this specification MAY contain additional MIME headers in
conformance with the [RFC2045] specification. Implementations MAY ignore any MIME header
not defined in this specification. Implementations MUST ignore any MIME header that they do not
recognize.

For example, an implementation could include cont ent - | engt h in a message. However, a
recipient of a message with cont ent - | engt h could ignore it.

7.6 Reporting MIME Errors

If a MIME error is detected in the Message Package then it MUST be reported as specified in
[SOAP].
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8 ebXML SOAP Extensions

The ebXML Message Service Specification defines a set of namespace-qualified SOAP Header
and Body element extensions within the SOAP Envelope. In general, separate ebXML SOAP
extension elements are used where:

» different software components are likely to be used to generate ebXML SOAP extension
elements,

* an ebXML SOAP extension element is not always present or,

* the data contained in the ebXML SOAP extension element MAY be digitally signed
separately from the other ebXML SOAP extension elements.

8.1 XML Prolog

The SOAP Message’s XML Prolog, if present, MAY contain an XML declaration. This
specification has defined no additional comments or processing instructions that may appear in
the XML prolog. For example:

<?xm version="1.0" encodi ng="UTF-8"?>
<SOAP- ENV: Envel ope>. . . </ SOAP- ENV: Envel ope>

8.1.1 XML Declaration

The XML declaration MAY be present in a SOAP Message. If present, it MUST contain the
version specification required by the XML Recommendation [XML]: version="1.0' and MAY
contain an encoding declaration. The semantics described below MUST be implemented by a
compliant ebXML Message Service.

8.1.2 Encoding Declaration

If both the encoding declaration and the Header Container MIME charset are present, the XML
prolog for the SOAP Message SHALL contain the encoding declaration that SHALL be equivalent
to the char set attribute of the MIME Cont ent - Type of the Header Container (see section 7.3).

If provided, the encoding declaration MUST NOT contain a value conflicting with the encoding
used when creating the SOAP Message. It is RECOMMENDED that UTF-8 be used when
encoding the SOAP Message.

If the character encoding cannot be determined by an XML processor using the rules specified in
section 4.3.3 of [XML], the XML declaration and its contained encoding declaration SHALL be
provided in the ebXML Header Document.

Note: the encoding declaration is not required in an XML document according to the XML version 1.0
specification [XML].

For example:
Cont ent - Type: text/xm ; charset="UTF-8"
<?xm version="1.0" encodi ng="UTF-8"?>

8.2 ebXML SOAP Envelope Extensions

The ebXML Message Service Specification does not extend the SOAP Envelope element.
However, all ebXML SOAP extension element content defined in this specification MUST be
namespace qualified to the ebXML Message Header namespace as defined in section 8.2.1.
Namespace declarations (xmlns pseudo attribute) for the ebXML SOAP extensions MAY be
included in the SOAP Envelope element, in the SOAP Header and Body elements, or directly in
each of the ebXML SOAP extension elements. It is RECOMMENDED that the ebXML Message
Header namespace declaration be included in the SOAP Envelope.
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8.2.1 Namespace pseudo attribute

The ebXML Message Header namespace declaration (xmIns pseudo attribute) (see [XML
Namespace]) has a REQUIRED value of "http://www.ebxml.org/namespaces/messageHeader".

<SOAP- ENV: Envel ope xm ns: SOAP- ENV="htt p: // schemas. xnl soap. or g/ soap/ envel ope/ "
xm ns: eb=htt p: // ww. ebxnl . or g/ nanespaces/ nessageHeader >

</ SOAP- ENV: Envel ope>
8.2.2 ebXML SOAP Extensions

An ebXML Message extends the SOAP Message with the following principal extension elements:
* SOAP Header extensions:

- MessageHeader — a REQUIRED element that contains routing information for the
message (To/From, etc.) as well as other context information about the message

- TraceHeaderList — an element that contains entries that identifies the Message
Service Handler(s) that sent and should receive the message. This element MAY be
omitted.

- ErrorList — an element that contains a list of the errors that are being reported
against a previous message. The ErrorList element is only used if reporting an
error on a previous message.

- Signature — an element that contains a digital signature that conforms to [XMLDSIG]
that signs data associated with the message

- Via—an element that is used to convey information to the next ebXML Message
Service Handler that receives the message.

* SOAP Body extensions:

- Manifest — an element that points to any data present either in the Payload
Container or elsewhere, e.g. on the web

- Acknowledgment — an element that is used by a receiving MSH to acknowledge to
the sending MSH that a previous message has been received

- StatusData — an element that is used by a MSH when responding to a request on
the status of a message that was previously received

8.2.3 #wildcard element content

Some ebXML SOAP Extension elements allow for foreign namespace-qualified element content
to be added to provide for extensibility. The Extension element content MUST be namespace-
qualified in accordance with [XMLNamespaces] and MUST belong to a foreign namespace. A
foreign namespace is one that is NOT http://www.ebxml.org/namespaces/messageHeader.

Any foreign namespace-qualified element added SHOULD include the SOAP mustUnderstand
attribute. If the SOAP mustUnderstand attribute is NOT present, the default value implied is ‘0’
(false). If an implementation of the MSH does not recognize the namespace of the element and
the value of the SOAP mustUnderstand attribute is ‘1’ (true), the MSH SHALL report an error
(see section 11) with errorCode set to NotSupported and severity set to error. If the value of
the mustUnderstand attribute is ‘0" or if the mustUnderstand attribute is not present, then an
implementation of the MSH MAY ignore the namespace-qualified element and its content.

8.3 SOAP Header element

The SOAP Header element is the first child element of the SOAP Envelope element. It MUST
have a namespace qualifier that matches the SOAP Envelope namespace declaration for the
namespace "http://schemas.xmlsoap.org/soap/envelope/". For example:

<SOAP- ENV: Envel ope xml ns: SOAP- ENV="htt p: // schemas. xnl soap. or g/ soap/ envel ope/" ..>
<SQAP- ENV: Header >..</ SOAP- ENV: Header >
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<SOAP- ENV: Body>..</ SOAP- ENV: Body>
</ SOAP- ENV: Envel ope>

The SOAP Header element contains the ebXML SOAP Header extension element content
identified above and described in the following sections.

8.4 MessageHeader element

The MessageHeader element is REQUIRED in all ebXML Messages. It MUST be present as a
child element of the SOAP Header element.

The MessageHeader element is a composite element comprised of the following ten subordinate
elements:

e From

« To

« CPAId
 Conversationld
e Service

e Action

« MessageData

* QualityOfServicelnfo
e SequenceNumber

» Description

The MessageHeader element has two REQUIRED attributes as follows:
*+ SOAP mustUnderstand
e version

8.4.1 From and To elements

The REQUIRED From element identifies the Party that originated the message. The REQUIRED
To element identifies the Party that is the intended recipient of the message. Both To and From
can be logical identifiers such as a DUNS number, or identifiers that also imply a physical location
such as an eMail address.

The From and the To elements each have a single child element, Partyld.

The Partyld element has a single attribute, type and content that is a string value. The type
attribute indicates the domain of names to which the string in the content of the Partyld element
belongs. The value of the type attribute MUST be mutually agreed and understood by each of the
Parties. It is RECOMMENDED that the value of the type attribute be a URI.

If the Partyld type attribute is not present, the content of the Partyld element MUST be a URI
[RFC2396], otherwise the receiving MSH SHOULD report an error (see section 11) with
errorCode set to Inconsistent and severity set to Error. It is strongly RECOMMENDED that the
content of the PartyID element be a URI.

The following fragment demonstrates usage of the From and To elements.
<eb: Fron
<eb: Partyld type="urn: duns. cont' >1234567890123</ eb: Partyl d>
</ eb: Fronm>
<eb: To>
<eb: Partyl d>snt p: j oe@xanpl e. conx/ eb: Partyl d>
</ eb: To>

8.4.2 CPAIld element

The REQUIRED CPAId element is a string that identifies the parameters governing the exchange
of messages between the parties. The recipient of a message MUST be able to resolve the
CPAId to an individual set of parameters, taking into account the sender of the message.
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The value of a CPAId element MUST be unique within a namespace that is mutually agreed by
the two parties. This could be a concatenation of the From and To Partyld values, a URI that is
prefixed with the Internet domain name of one of the parties, or a namespace offered and
managed by some other naming or registry service. Itis RECOMMENDED that the CPAId be a
URI.

The CPAId MAY reference an instance of a CPA as defined in the ebXML Collaboration Protocol
Profile and Agreement Specification [EBXMLTP]. An example of the CPAId element follows:
<eb: CPAI d>htt p: / / exanpl e. conl cpas/ our cpawi t hyou. xm </ eb: CPAI d>

If the parties are operating under a CPA, then the reliable messaging parameters are determined
by the appropriate elements from that CPA, as identified by the CPAId element.

If a receiver determines that a message is in conflict with the CPA, the appropriate handling of
this conflict is undefined by this specification. Therefore, senders SHOULD NOT generate such
messages unless they have prior knowledge of the receiver's capability to deal with this conflict.

If a receiver chooses to generate an error as a result of a detected inconsistency, then it MUST
report it with an errorCode of Inconsistent and a severity of Error. If it chooses to generate an
error because the CPAId is not recognized, then it MUST report it with an errorCode of
NotRecognized and a severity of Error.

8.4.3 Conversationld element

The REQUIRED Conversationld element is a string identifying the set of related messages that
make up a conversation between two Parties. It MUST be unique within the From and To Party
pair. The Party initiating a conversation determines the value of the Conversationld element
that SHALL be reflected in all messages pertaining to that conversation.

The Conversationld enables the recipient of a message to identify the instance of an application
or process that generated or handled earlier messages within a conversation. It remains constant
for all messages within a conversation.

The value used for a Conversationld is implementation dependent. An example of the
Conversationld element follows:

<eb: Conver sati onl d>20001209- 133003- 28572</ eb: Conver sati onl d>

Note: implementations are free to choose how they will identify and store conversational state related to a
specific conversation. Implementations SHOULD provide afacility for mapping between their
identification schema and a Conversationl d generated by another implementation.

8.4.4 Service element

The REQUIRED Service element identifies the service that acts on the message. It is specified
by the designer of the service. The designer of the service may be:

e astandards organization, or
e anindividual or enterprise

Note: in the context of an ebXML Business Process model, a Service element identifies a Business
Transaction.

An example of the Service element follows:

<eb: Servi ce>urn: servi ces: O der Processi ng</ eb: Servi ce>

Note: URIsin the Service element that start with the namespace: uri:www.ebxml.org/messageServicel are
reserved for use by this specification.

The Service element has a single type attribute.
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8.4.4.1 type attribute

If the type attribute is present, it indicates the parties sending and receiving the message know,
by some other means, how to interpret the content of the Service element. The two parties MAY
use the value of the type attribute to assist in the interpretation.

If the type attribute is not present, the content of the Service element MUST be a URI
[RFC2396]. Ifitis not a URI then report an error with an errorCode of Inconsistent and a
severity of Error (see section 11).

8.4.5 Action element

The REQUIRED Action element identifies a process within a Service that processes the
Message. Action SHALL be unique within the Service in which it is defined. An example of the
Action element follows:

<eb: Act i on>NewOr der </ eb: Acti on>
8.4.6 MessageData element
The REQUIRED MessageData element provides a means of uniquely identifying an ebXML
Message. It contains the following four subordinate elements:
* Messageld
e Timestamp
+ RefToMessageld
 TimeTolLive
The following fragment demonstrates the structure of the MessageData element:

eb: MessageDat a>
<eb: Messagel d>exanpl e. com 20001209- 133003- 28572</ eb: Messagel d>

<eb: Ref ToMessagel d>exanpl e. com 20001209- 133003- 28571</ eb: Ref ToMessagel d>

<eb: Ti mest anp>200102151112127</ Ti mest anp>
</ eb: MessageDat a>

8.4.6.1 Messageld element

The REQUIRED element Messageld is a unique identifier for the message conforming to
[RFC2392]. The "local part" of the identifier as defined in [RFC2392] is implementation
dependent.

8.4.6.2 Timestamp element

The Timestamp is a value representing the time that the message header was created
conforming to an [XMLSchema] timelnstant.

8.4.6.3 RefToMessageld element

The RefToMessageld element has a cardinality of zero or one. When present, it MUST contain
the Messageld value of an earlier ebXML Message to which this message relates. If there is no
earlier related message, the element MUST NOT be present.

For Error messages, the RefToMessageld element is REQUIRED and its value MUST be the
Messageld value of the message in error (as defined in section 11).

For Acknowledgment Messages, the RefToMessageld element is REQUIRED, and its value
MUST be the Messageld value of the ebXML Message being acknowledged. See also sections
8.11.6 and 10.

For Message Status Response Messages, the RefToMessageld contains the Messageld of the
message whose status is being reported.
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8.4.6.4 TimeToLive element

The TimeToLive element indicates the time by which a message should be delivered to and
processed by the To Party. The TimeToLive element is discussed under Reliable Messaging in
section 10.

8.4.7 QualityOfServicelnfo element
The QualityOfServicelnfo element identifies the quality of service with which the message is
delivered. This element has three attributes:

e deliverySemantics

* messageOrderSemantics

» deliveryReceiptRequested
The QualityOfServicelnfo element SHOULD be present if any of the attributes within the
element need to be set to their non-default value. The deliverySemantics attribute supports

Reliable Messaging and is discussed in detail in section 10. The deliverySemantics attribute
indicates whether or not a message is sent reliably. See section 10.2.1 for more details."

8.4.7.1 deliveryReceiptRequested attribute

The deliveryReceiptRequested attribute is used by a From Party to indicate whether a message
received by the To Party should result in the To Party returning an acknowledgment message
containing an Acknowledgment element with a type of deliveryReceipt.

The deliveryReceiptRequested element indicates that the To Party has received the message.
This is separate from a Reliable Messaging acknowledgment message which only indicates that
a receiving MSH has successfully received a message.

Before setting the value of deliveryReceiptRequested, the From Party SHOULD check if the To
Party supports Delivery Receipts of the type requested (see also [EBXMLTP]).
Valid values for deliveryReceiptRequested are:

* Unsigned - requests that an unsigned Delivery Receipt is requested

» Signed - requests that a signed Delivery Receipt is requested, or

* None - indicates that no Delivery Receipt is requested.

The default value for deliveryReceiptRequested is None.

When a To Party receives a message with deliveryReceiptRequested attribute set to Signed or
Unsigned then it should verify that it is able to support the type of Delivery Receipt requested.

If the To Party can produce the Delivery Receipt of the type requested, then it MUST return to the
From Party a message containing an Acknowledgment element with the value of the type
attribute set to DeliveryReceipt.

If the To Party cannot return a Delivery Receipt of the type requested then it MUST report the
error to the From Party using an errorCode of NotSupported and a severity of Error.

An example of deliveryReceiptRequested follows:

<eb: Qual i tyOr Servi cel nfo eb: del i verySemanti cs="OnceAndOnl yOnce"
eb: nessageOr der Semant i cs=" CGuar ant eed"
eb: del i ver yRecei pt Request ed=" UnSi gned"/ >

8.4.7.2 messageOrderSemantics attribute

The messageOrderSemantics attribute is used to indicate whether the message is passed to
the receiving application in the order the sending application specified. Valid Values are:
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» Guaranteed. The messages are passed to the receiving application in the order that the
sending application specified.

 NotGuaranteed The messages may be passed to the receiving application in different
order from the order the sending application specified.

The default value for messageOrderSemantics is specified in the CPA or in MessageHeader. If
a value is not specified, the default value is NotGuaranteed.

If messageOrderSemantics is set to Guaranteed, the To Party MSH MAY correct invalid order
of messages using the value of SequenceNumber in the conversation specified by the
Conversationld. The Guaranteed semantics can be set only when deliverySemantics is
OnceAndOnlyOnce. If deliverySemantics is not OnceAndOnlyOnce then report the error to
the From Party with an errorCode of Inconsistent and a severity of Error (see sections 10 and
11).

If messageOrderSemantics is set to NotGuaranteed, then the To Party MSH does not need to
correct invalid order of messages.

If the To Party is unable to support the type of messageOrderSemantics requested, then the To
Party MUST report the error to the From Party using an errorCode of NotSupported and a
severity of Error. A sample of messageOrderSemantics follows.

<eb: Qual i t yOF Servi cel nfo del i verySemanti cs=" OnceAndOnl yOnce”
messageOr der Senmant i cs=" Guar ant eed” / >

8.4.8 SequenceNumber element

The SequenceNumber element indicates the sequence in which messages MUST be processed
by a receiving MSH. The SequenceNumber is unique within the Conversationld and MSH. The
From Party MSH and the To Party MSH each set an independent SequenceNumber as the
sending MSH within the ConversationID. It is set to zero on the first message from that MSH
for a conversation and then incremented by one for each subsequent message sent.

The SequenceNumber element MUST appear only when deliverySemantics is
OnceAndOnlyOnce. If it does not meet this criterion, then there is an error that MUST be
reported to the From Party MSH with an errorCode of Inconsistent and a severity of Error.

An MSH that receives a message with a SequenceNumber element MUST NOT pass the
message to an application as long as the storage required to save out-of-sequence messages is
within the implementation defined limits and until all the messages with lower
SequenceNumbers have been received and passed to the application.

If the implementation defined limit for saved out-of-sequence messages is reached, then the
receiving MSH MUST indicate a delivery failure to the sending MSH with errorCode set to
DeliveryFailure and severity set to Error (see section 11).

The SequenceNumber element is an integer value that is incremented by the sending MSH (e.g.
0, 1, 2, 3, 4...) for each application-prepared message sent by that MSH within the
Conversationld. The next value of 99999999 in the increment is “0”. The value of
SequenceNumber consists of ASCII numerals in the range 0-99999999. In following cases,
SequenceNumber takes the value “0™:

1) First message from the sending MSH within the conversation
2) First message after resetting SequenceNumber information by the sending MSH
3) First message after wraparound (next value after 99999999)

The SequenceNumber element has a single attribute, status. This attribute is an enumeration,
which SHALL have one of the following values:

» Reset —the SequenceNumber is reset as shown in 1 or 2 above
* Continue —the SequenceNumber continues sequentially (including 3 above)
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When the SequenceNumber is set to “0” because of 1 or 2 above, the sending MSH MUST set
the status attribute of the message to Reset. In all other cases, including 3 above, the status
attribute MUST be set to Continue.

A sending MSH MUST wait before resetting the SequenceNumber of a conversation until it has
received all of the Acknowledgement Messages for Messages previously sent for the
conversation. Only when all the sent Messages are acknowledged, can the sending MSH reset
the SequenceNumber. An example of SequenceNumber follows.

<eb: SequenceNunber st atus="Reset” >0</ eb: SequenceNunber >
8.4.9 Description element

The Description element is present zero or more times as a child element of MessageHeader.
Its purpose is to provide a human readable description of the purpose or intent of the message.
The language of the description is defined by a required xml:lang attribute. The xml:lang
attribute MUST comply with the rules for identifying languages specified in [XML]. Each
occurrence SHOULD have a different value for xml:lang.

8.4.10 version attribute

The REQUIRED version attribute indicates the version of the ebXML Message Service Header
Specification to which the ebXML SOAP extensions conform. Its purpose is to provide future
versioning capabilities. The value of the version attribute MUST be “0.98b”. Future versions of
this specification SHALL require other values of this attribute. The version attribute MUST be
namespace qualified for the ebXML Message Header namespace defined above in section 8.2.1.

8.4.11 SOAP mustUnderstand attribute

The REQUIRED SOAP mustUnderstand attribute, namespace qualified to the SOAP
namespace (http://schemas.xmlsoap.org/soap/envelope/), indicates that the contents of the
MessageHeader element MUST be understood by a receiving process or else the message
MUST be rejected in accordance with [SOAP]. This attribute MUST have a value of '1' (true).

8.4.12 MessageHeader sample

The following fragment demonstrates the structure of the MessageHeader element within the
SOAP Header:

<eb: MessageHeader id=".." eb:version="98. 0" SOAP-ENV: nust Under st and="1">
<eb: Fronpuri : exanpl e. conx/ eb: Fron»
<eb: To type="soneType" >QRS543</ eb: To>
<eb: CPAI d>htt p: / / www. ebxml . or g/ cpa/ 123456</ eb: CPAI d>
<eb: Conver sati onl d>987654321</ eb: Conver sat i onl d>
<eb: Servi ce type="nyservi cet ypes">Quot eToCol | ect </ eb: Servi ce>
<eb: Act i on>NewPur chaseOr der </ eb: Acti on>
<eb: MessageDat a>
<eb: Messagel d>ni d: UUI D- 2</ eb: Messagel d>
<eb: Ti mest anp>20000725T121905. 000Z</ eb: Ti mest anp>
<eb: Ref ToMessagel d>m d: UUl D- 1</ eb: Ref ToMessagel d>
</ eb: MessageDat a>
<eb: Qual i t yOf Servi cel nf o
del i ver ySemant i cs=" OnceAndOnl yOnce”
del i ver yRecei pt Request ed="Si gned”/ >
</ eb: MessageHeader >

8.5 TraceHeaderList element

A TraceHeaderList element consists of one or more TraceHeader elements. Exactly one
TraceHeader is appended to the TraceHeaderList following any pre-existing TraceHeader
before transmission of a message over a data communication protocol.

The TraceHeaderList element MAY be omitted from the header if:
« the message is being sent over a single hop (see section 8.5.4), and

Message Service Specification 0.98b Page 24 of 75
Copyright © ebXML 2000 & 2001. All Rights Reserved.



643

644
645
646

647

648
649
650
651

652

653
654
655
656
657

658

659
660
661
662
663

664
665
666
667
668
669

670

671
672
673

674
675
676

677

678
679

680

681
682

683
684

ebXML Transport, Routing and Packaging March 2001

» the message is not being sent reliably (see section 10)

The TraceHeaderList element has two REQUIRED attributes as follows:
*  SOAP mustUnderstand
e version

8.5.1 SOAP mustUnderstand attribute

The REQUIRED SOAP mustUnderstand attribute, namespace qualified to the SOAP
namespace (http://schemas.xmlsoap.org/soap/envelope/), indicates that the contents of the
TraceHeaderList element MUST be understood by a receiving process or else the message
MUST be rejected in accordance with [SOAP]. This attribute MUST have a value of '1' (true).

8.5.2 version attribute

The REQUIRED version attribute indicates the version of the ebXML Message Service Header
Specification to which the ebXML SOAP Header extensions conform. Its purpose is to provide
future versioning capabilities. The value of the version attribute MUST be “0.98b”. Future
versions of this specification SHALL require other values of this attribute. The version attribute
MUST be namespace qualified for the ebXML Message Header namespace defined above.

8.5.3 TraceHeader element

The TraceHeader element contains information about a single transmission of a message
between two instances of an MSH. If a message traverses multiple hops by passing through one
or more intermediate MSH nodes as it travels between the From Party MSH and the To Party
MSH, then each transmission over each successive “hop” results in the addition of a new
TraceHeader element by the sending MSH.

The TraceHeader element is a composite element comprised of the following subordinate
elements:

* SenderURI

* ReceiverURI

 Timestamp

» #wildcard

8.5.3.1 SenderURI element

This element contains the URI of the Sender’'s Message Service Handler. Unless there is
another URI identified within the CPA or in MessageHeader (section 8.4.2), the recipient of the
message uses the URI to send a message, when required that:

* responds to an earlier message
* acknowledges an earlier message
e reports an error in an earlier message.

8.5.3.2 ReceiverURI element

This element contains the URI of the Receiver's Message Service Handler. It is the URI to which
the Sender sends the message.

8.5.3.3 Timestamp element

The Timestamp element is the time the individual TraceHeader was created. It is in the same
format as in the Timestamp element in the MessageData element (section 8.4.6.2).

8.5.3.4 #wildcard element

Refer to section 8.2.3 for discussion of #wildcard element handling.

Message Service Specification 0.98b Page 25 of 75
Copyright © ebXML 2000 & 2001. All Rights Reserved.



685
686

687
688

689

690

691
692
693
694
695
696
697
698
699
700
701
702
703
704
705
706
707
708
709
710

711

712
713

714
715

716

ebXML Transport, Routing and Packaging March 2001

8.5.4 Single Hop TraceHeader Sample

A single hop message is illustrated by the diagram below.

Party A Party B
Application Application
t Message X
MSH < y, MSH
Message Y |

Figure 8-1 Single Hop Message

The content of the corresponding messages could include:
e Transmission 1 - Message X From Party A To Party B

<eb: MessageHeader id="..." eb:version="98.0" SOAP- ENV: nust Under st and="1">
<eb: Fronpur n: nyschene. com i d: Part yA-i d</ eb: Fron>
<eb: To>ur n: nyschene. com i d: PartyB-i d</ eb: To>
<eb: Conver sati onl d>219cdj 89dj 2398dj f j n</ eb: Conver sati onl d>

<eb MessageDat a>
<eb: Messagel d>29dnri dj 103kvna</ eb: Messagel d>

</ eb MessageDat a>
</ eb: MessageHeader >

<eb: TraceHeader List id="..." eb:version="98.0" SQOAP- ENV: nust Under st and="1">
<eb: Tr aceHeader >
<eb: Sender URI >ur | : Part yA. coni Part yAMsh</ eb: Sender URl >
<eb: Recei ver URI >ur | : Part yB. conl Part yBMsh</ eb: Recei ver URl >
<eb: Ti mest anp>20001216T21: 19: 35. 145Z- 8</ eb: Ti nmest anp>
</ eb: Tr aceHeader >
</ eb: Tr aceHeader Li st >

8.5.5 Multi-hop TraceHeader Sample

Multi-hop messages are not sent directly from one party to another, instead they are sent via an
intermediate party. This is illustrated by the diagram below:

Party A Party B Party C
Routing
Application Application Application
Message X ____f_______;_ Messgg%X [ ¢
MSH [ MiNisA ] TMsH I MsH
Message Y Message Y

Figure 8-2 Multi-hop Message

The content of the corresponding messages could include:
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e Transmission 1 - Message X From Party A To Party B
<eb: MessageHeader id="..." eb:version="98.0" SOAP- ENV: nust Under st and="1">
<eb: Fronmpur n: myscheme. com i d: Part yA-i d</ eb: Fron>
<eb: To>ur n: nyschene. com i d: Part yC-i d</ eb: To>
<eb: Conver sati onl d>219cdj 89dj 2398dj f j n</ eb: Conver sati onl d>

<eb MessageDat a>
<eb: Messagel d>29dnri dj 103kvna</ eb: Messagel d>

</ eb MessageDat a>
</ eb: MessageHeader >

<eb: TraceHeader Li st id="..." eb:version="98.0" SQOAP-ENV: nust Under st and="1">
<eb: Tr aceHeader >
<eb: Sender URI >ur| : Part yA. conf Part yAMsh</ eb: Sender URI >
<eb: Recei ver URI >ur | : Part yB. conl Part yBMsh</ eb: Recei ver URl >
<eb: Ti mest anp>20001216T21: 19: 35. 145Z- 8</ eb: Ti nest anp>
</ eb: Tr aceHeader >
</ eb: Tr aceHeader Li st >

* Transmission 2 - Message X From Party B To Party C
<eb: MessageHeader id="..." eb:version="98.0" SOAP- ENV: nust Under st and="1">
<eb: Fronpur n: nyschene. com i d: Part yA-i d</ eb: Fron>
<eb: To>ur n: nyschene. com i d: Part yC-i d</ eb: To>
<eb: Conver sati onl d>219cdj 89dj 2398dj f j n</ eb: Conver sat i onl d>

<eb MessageDat a>
<eb: Messagel d>29dnri dj 103kvna</ eb: Messagel d>

</ eb MessageDat a>
</ eb: MessageHeader >

<eb: TraceHeader Li st id="..." eb:version="98.0" SOAP-ENV: nust Under st and="1">
<eb: Tr aceHeader >
<eb: Sender URI >ur | : Part yA. coni Part yAMsh</ eb: Sender URl >
<eb: Recei ver URl >ur | : Part yB. com Part yBMsh</ eb: Recei ver URI >
<eb: Ti mest anp>20001216T21: 19: 35. 145Z- 8</ eb: Ti mest anp>
</ eb: Tr aceHeader >
<eb: Tr aceHeader >
<eb: Sender URI >ur| : Part yB. conf Part yAMsh</ eb: Sender URI >
<eb: Recei ver URl >url : Part yC. com Part yBMsh</ eb: Recei ver URI >
<eb: Ti mest anp>20001216T21: 19: 45. 483Z- 6</ eb: Ti mest anp>
</ eb: Tr aceHeader >
</ eb: Tr aceHeader Li st >

8.6 Via element

The Via element is a SOAP Header that is used to convey information to the next ebXML
Message Service Handler (MSH) that receives the message.

Note: this MSH can be a MSH operated by an intermediary or by the To Party. In particular, the Via
element is used to hold data that can vary from one hop to another.
The Via element MUST contain the following attributes:
 SOAP mustUnderstand attribute with a value of '1'
« SOAP actor attribute with the value "http://schemas.xmlsoap.org/soap/actor/next”
e aversion attribute

The Via element MUST also contain one or more of the following elements or attributes:
* syncReply attribute
* reliableMessagingMethod attribute
» ackRequested attribute
» CPAId element
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The Via element MAY also contain the following elements:
» Service element
* Action element

8.6.1 SOAP mustUnderstand attribute

The REQUIRED SOAP mustUnderstand attribute, namespace qualified to the SOAP envelope
namespace (http://schemas.xmlsoap.org/soap/envelope/), indicates that the contents of the Via
element MUST be understood by a receiving process or else the message MUST be rejected in
accordance with [SOAP]. This attribute MUST have a value of '1' (true). In accordance with the
[SOAP] specification, a receiving ebXML Message Service implementation that does not provide
support for the Via element MUST respond with a SOAP Fault with a faultCode of
"MustUnderstand".

8.6.2 SOAP actor attribute

The Via element MUST contain a SOAP actor attribute with the value
http://schemas.xmlsoap.org/soap/actor/next and be interpreted and processed as defined in the
[SOAP] specification. This means that the Via element MUST be processed by the SOAP
processor that receives the message and SHOULD NOT be forwarded to the next SOAP
processor.

8.6.3 version attribute

The REQUIRED version attribute indicates the version of the ebXML Message Service Header
Specification to which the ebXML SOAP Header extensions conform. Its purpose is to provide
future versioning capabilities. The value of the version attribute MUST be “0.98b”. Future
versions of this specification SHALL require other values of this attribute. The version attribute
MUST be namespace qualified for the ebXML Message Header namespace defined above.

8.6.4 syncReply attribute

The syncReply attribute is used only if the data communication protocol is synchronous (e.g.
HTTP). Itis an [XML Schema] boolean. If the communication protocol is not synchronous, then
the value of syncReply is ignored. If the syncReply attribute is not present, it is semantically
equivalent to its presence with a value of "false". If the syncReply attribute is present with a
value of true, the MSH must get data from the application or business process and return it in the
payload of the synchronous response. See also the description of syncReply in the [EBXMLTP]
specification.

8.6.5 reliableMessagingMethod attribute

The reliableMessagingMethod attribute is an enumeration that SHALL have one of the following
values:

* ebXML
 Transport

The default implied value for this attribute is eb XML
8.6.6 ackRequested attribute

The ackRequested attribute is an enumeration that SHALL have one of the following values:

e Signed
« UnSigned
* None

The default implied value for this attribute is None. This attribute is used to indicate to the
receiving MSH whether an acknowledgment message is expected, and if so, whether the
acknowledgment message should be signed by the receiving MSH. Refer to section 10.2.5 for a
complete discussion as to the use of this attribute.
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8.6.7 CPAId element

The CPAId element is a string that identifies the parameters that govern the exchange of
messages between two MSH instances. It has the same meaning as the CPAId in the
MessageHeader except that the parameters identified by the CPAId apply just to the exchange
of messages between the two MSH instances rather than between the Parties identified in the To
and From elements of the MessageHeader (section 8.4.2). This allows different parameters,
transport protocols, etc, to be used on different hops when a message is passed through
intermediaries.

If the CPAId element is present, the identified parameter values SHOULD be used instead of the
values identified by the CPAId in the MessageHeader element.

8.6.8 Service and Action elements

The Service and Action elements have the same meaning as the Service and Action elements
in the MessageHeader element (see sections 8.4.4 and 8.4.5) except that they are interpreted
and acted on by the next MSH whether or not the MSH is operated by the To Party.

The designer of the service or business process that is using the ebXML Message Service
defines the values used for Service and Action.

The Service and Action elements are OPTIONAL. However, if the Service element is present
then the Action element MUST also be present and vice versa.

8.6.9 Sample Via element

The following is a sample Via element.

<eb: Vi a SOAP- ENV: nust Under st and="1"
SOAP- ENV: act or ="htt p: / / schemas. xml soap. or g/ soap/ act or/ next "
eb: versi on="98. 0"
eb: syncRepl y="f al se" >
<eb: CPAl d>yaddaydda</ eb: CPAI d>
<eb: Servi ce>Pr oxy</ eb: Servi ce>
<eb: Acti on>LogActi vi ty</eb: Acti on>
</ eb: Vi a>

8.7 ErrorList element
The existence of an ErrorList element within the SOAP Header element indicates that the
message that is identified by the RefToMessageld in the MessageHeader element has an error.

The ErrorList element consists of one or more Error elements and the following attributes:
e id attribute
*  SOAP mustUnderstand attribute
e version attribute
* highestSeverity attribute

If there are no errors to be reported then the ErrorList element MUST NOT be present.
8.7.1 id attribute

The id attribute uniquely identifies the ErrorList element within the document.

8.7.2 SOAP mustUnderstand attribute

The REQUIRED SOAP mustUnderstand attribute, namespace qualified to the SOAP
namespace (http://schemas.xmlsoap.org/soap/envelope/), indicates that the contents of the
ErrorList element MUST be understood by a receiving process or else the message MUST be
rejected in accordance with [SOAP]. This attribute MUST have a value of '1' (true).
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8.7.3 version attribute

The REQUIRED version attribute indicates the version of the ebXML Message Service Header
Specification to which the ebXML SOAP Header extensions conform. Its purpose is to provide for
future versioning capabilities. The value of the version attribute MUST be “0.98b". Future
versions of this specification SHALL require other values of this attribute. The version attribute
MUST be namespace qualified for the ebXML Message Header namespace defined above.

8.7.4 highestSeverity attribute

The highestSeverity attribute contains the highest severity of any of the Error elements.
Specifically, if any of the Error elements has a severity of Error then highestSeverity must be
set to Error otherwise set highestSeverity to Warning.

8.7.5 Error element

An Error element consists of the following attributes:
+ codeContext
» errorCode
e severity
* location
* xml:lang
The content of the Error element contains an error message.

8.7.5.1 codeContext attribute

The REQUIRED codeContext attribute identifies the namespace or scheme for the errorCodes.
It MUST be a URI. Its default value is http://lwww.ebxml.org/messageServiceErrors. If it does
not have the default value, then it indicates that an implementation of this specification has used
its own errorCodes.

Use of non-ebXML values for errorCodes is NOT RECOMMENDED. In addition, an
implementation of this specification MUST NOT use its own errorCodes if an existing errorCode
as defined in this section has the same or very similar meaning.

8.7.5.2 errorCode attribute

The REQUIRED errorCode attribute indicates the nature of the error in the message in error.
Valid values for the errorCode and a description of the code’s meaning are given in sections
8.7.8 and 8.7.9.

8.7.5.3 severity attribute

The REQUIRED severity attribute indicates the severity of the error. Valid values are:

 Warning - This indicates that although there is an error, other messages in the
conversation will still be generated in the normal way.

« Error - This indicates that there is an unrecoverable error in the message and no further
messages will be generated as part of the conversation.

8.7.5.4 location attribute

The location attribute points to the part of the message that is in error.

If an error exists in an ebXML element and the element is “well formed” (see [XML]), then the
content of the location attribute MUST be an [XPointer].
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If the error is associated with the MIME envelope that wraps the SOAP envelope and the ebXML
Payload, then location contains the cont ent - i d of the MIME part that is in error, in the format
ci d: 23912480wsr, where the text after the”:” is the value of the MIME part’'s cont ent - i d.

The location attribute MUST NOT be used to point to errors in payloads inside a Payload
Container as the method of reporting errors in payloads is application dependent.

8.7.5.5 Error element Content

The content of the error message provides a narrative description of the error in the language
defined by the xml:lang attribute. Typically, it will be the message generated by the XML parser
or other software that is validating the message. This means that the content is defined by the
vendor/developer of the software that generated the Error element.

The xml:lang attribute must comply with the rules for identifying languages specified in [XML].
The content of the Error element can be empty.
8.7.6 Examples

An example of an ErrorList element is given below.

<eb: ErrorlList id="3490sdo9’, highestSeverity="error” eb:version="98.0"
SOAP- ENV: nust Under st and="1">
<eb: Error errorCode="SecurityFailure’ severity="Error”
| ocati on=" URl _of _ds: Si gnat ure_goes_here’ xmnl :|ang="us-en”>
Val i dati on of signature failed </eb:Error>
<eb:Error ... </eb:Error>
</ eb: ErrorlList>

8.7.7 errorCode values
This section describes the values for the errorCode element (see section 8.7.5.2) used in a
message reporting an error. They are described in a table with three headings:

» the first column contains the value to be used as an errorCode, e.g. SecurityFailure

» the second column contains a "Short Description" of the errorCode. Note: this narrative
MUST NOT be used in the content of the Error element.

» the third column contains a "Long Description" that provides an explanation of the
meaning of the error and provides guidance on when the particular errorCode should be
used.

Itis RECOMMENDED that implementers of software conforming to this specification make
available to a user being informed of the error: the value of the errorCode, the “Short
Description” and optionally the “Long Description”.

It is also RECOMMENDED that the “Short Description” and the “Long Description” are translated
into the preferred language of the user if this is known.

8.7.8 Reporting Errors in the ebXML Elements

The following list contains error codes that can be associated with ebXML elements:

Error Code Short Description Long Description
ValueNotRecognized | Element content or Although the document is well formed and valid,
attribute value not the element/attribute contains a value that could
recognized. not be recognized and therefore could not be
used by the ebXML Message Service.
NotSupported Element or attribute Although the document is well formed and valid,
not supported an element or attribute is present that:

* is consistent with the rules and constraints
contained in this specification, but
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« is not supported by the ebXML Message
Service processing the message.

Inconsistent

Element content or
attribute value
inconsistent with
other elements or
attributes.

Although the document is well formed and valid,
according to the rules and constraints contained
in this specification the content of an element or
attribute is inconsistent with the content of other
elements or their attributes.

OtherXml

Other error in an
element content or
attribute value.

Although the document is well formed and valid,
the element content or attribute value contains
values that do not conform to the rules and
constraints contained in this specification and is
not covered by other error codes. The content
of the Error element should be used to indicate
the nature of the problem.

8.7.9 Non-XML Document Errors

The following are error codes that identify errors not associated with the ebXML elements:

Error Code

Short Description

Long Description

DeliveryFailure

Message Delivery
Failure

A message has been received that either
probably or definitely could not be sent to its
next destination. Note: if severity is set to Warning
then there isa small probability that the message
was delivered.

TimeTolLiveExpired

Message Time To
Live Expired

A message has been received that arrived after
the time specified in the TimeToLive element of
the MessageHeader element

SecurityFailure

Message Security
Checks Failed

Validation of signatures or checks on the
authenticity or authority of the sender of the
message have failed.

Unknown

Unknown Error

Indicates that an error has occurred that is not

covered explicitly by any of the other errors.
The content of the Error element should be
used to indicate the nature of the problem.

8.8 Signature element

An ebXML Message may be digitally signed to provide security countermeasures. Zero or more
Signature elements, belonging to the [XMLDSIG] defined hamespace MAY be present in the
SOAP Header. The Signature element MUST be namespace qualified in accordance with
[XMLDSIG]. The structure and content of the Signature element MUST conform to the
[XMLDSIG] specification. If there is more than one Sighature element contained within the
SOAP Header, the first MUST represent the digital signature of the ebXML Message as sighed by
the From Party MSH in conformance with section 12. Additional Signature elements MAY be
present, but their purpose is undefined by this specification.

Refer to section 12 for a detailed discussion on how to construct the Signature element when
digitally signing an ebXML Message.

8.9 SOAP Body Extensions

The SOAP Body element is the second child element of the SOAP Envelope element. It MUST
have a namespace qualifier that matches the SOAP Envelope namespace declaration for the
namespace "http://schemas.xmlsoap.org/soap/envelope/". For example:
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<SOAP- ENV: Envel ope xml ns: SOAP- ENV="htt p: // schemas. xnl soap. or g/ soap/ envel ope/" ..>
<SOAP- ENV: Header >..</ SOAP- ENV: Header >
<SQAP- ENV: Body>..</ SOAP- ENV: Body>

</ SOAP- ENV: Envel ope>

The SOAP Body element contains the ebXML SOAP Body extension element content as
follows:

 Manifest element

» StatusData element

 Acknowledgement element

Each is defined in the following sections.

8.10 Manifest element

The Manifest element is a composite element consisting of one or more Reference elements.
Each Reference element identifies data associated with the message, whether included as part
of the message as payload document(s) contained in a Payload Container, or remote resources
accessible via a URL. It is RECOMMENDED that no payload data be present in the SOAP-
ENV:Body. The purpose of the Manifest is as follows:

» to make it easier to directly extract a particular payload associated with this ebXML
Message,

» to enable a MSH to check the integrity of an ebXML Message
» to allow an application to determine whether it can process the payload without having to
parse it.

The Manifest element is comprised of the following attributes and elements, each of which is
described below:

« a REQUIRED id attribute

« a REQUIRED SOAP mustUnderstand attribute

 a REQUIRED version attribute

» one or more Reference elements

e #wildcard

8.10.1 id attribute
The Manifest element MUST have an id attribute that is an XML ID.
8.10.2 SOAP mustUnderstand attribute

The REQUIRED SOAP mustUnderstand attribute, namespace qualified to the SOAP
namespace (http://schemas.xmlsoap.org/soap/envelope/), indicates that the contents of the
Manifest element MUST be understood by a receiving process or else the message MUST be
rejected in accordance with [SOAP]. This attribute MUST have a value of '1' (true).

8.10.3 version attribute

The REQUIRED version attribute indicates the version of the ebXML Message Service Header
Specification to which the ebXML SOAP Header extensions conform. Its purpose is to provide
future versioning capabilities. The value of the version attribute MUST be “0.98b”. Future
versions of this specification SHALL require other values of this attribute. The version attribute
MUST be namespace qualified for the ebXML Message Header namespace defined above.

8.10.4 #wildcard element
Refer to section 8.2.3 for discussion of #wildcard element handling.
8.10.5 Reference element

The Reference element is a composite element consisting of the following subordinate elements:
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e Schema - information about the schema(s) that define the instance document identified
in the parent Reference element

» Description - a textual description of the payload object referenced by the parent
Reference element

« #wildcard - any namespace-qualified element content belonging to a foreign namespace

The Reference element itself is an [XLINK] simple link. XLINK is presently a Candidate
Recommendation (CR) of the W3C. It should be noted that the use of XLINK in this context is
chosen solely for the purpose of providing a concise vocabulary for describing an association.
Use of an XLINK processor or engine is NOT REQUIRED, but MAY prove useful in certain
implementations.

The Reference element has the following attribute content in addition to the element content
described above:
* id - a REQUIRED XML ID for the Reference element,
« xlink:type - this attribute defines the element as being an XLINK simple link. It has a
fixed value of 'simple’,
« xlink:href - this REQUIRED attribute has a value that is the URI of the payload object
referenced. It SHALL conform to the [XLINK] specification criteria for a simple link.

« xlink:role - this attribute identifies some resource that describes the payload object or its
purpose. If present, then it SHALL have a value that is a valid URI in accordance with the
[XLINK] specification,

* Any other namespace-qualified attribute MAY be present. A receiving MSH MAY choose
to ignore any foreign namespace attributes other than those defined above.

8.10.5.1 Schema element

If the item being referenced has schema(s) of some kind that describe it (e.g. an XML Schema,
DTD, or a database schema), then the Schema element SHOULD be present as a child of the
Reference element. It provides a means of identifying the schema and its version defining the
payload object identified by the parent Reference element. The Schema element contains the
following attributes:

* location - the REQUIRED URI of the schema

e version — a version identifier of the schema

8.10.5.2 Description element

The Reference element MAY contain zero or more Description elements. The Description is a
textual description of the payload object referenced by the parent Reference element. The
language of the description is defined by a REQUIRED xml:lang attribute. The xml:lang attribute
MUST comply with the rules for identifying languages specified in [XML]. This element is provided
to allow a human readable description of the payload object identified by the parent Reference
element. If multiple Description elements are present, each SHOULD have a unigque xml:lang
attribute value. An example of a Description element follows.

<eb: Descri ption xm : 1 ang="en-gb”>Purchase Order for 100,000 w dgets</eb: Descri pti on>

8.10.5.3 #wildcard element

Refer to section 8.2.3 for discussion of #wildcard element handling.
8.10.6 What References are Included in a Manifest

The designer of the business process or information exchange that is using ebXML Messaging
decides what payload data is referenced by the Manifest and the values to be used for xlink:role.
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8.10.7 Manifest Validation

If an xlink:href attribute contains a URI that is a content id (URI scheme "ci d") then a MIME

part with that cont ent -i d MUST be present in the Payload Container of the message. If it is
not, then the error SHALL be reported to the From Party with an errorCode of MimeProblem

and a severity of Error.

If an xlink:href attribute contains a URI that is not a content id (URI scheme "ci d") and that URI
cannot be resolved, then it is an implementation decision on whether to report the error. If the
error is to be reported, then it SHALL be reported to the From Party with an errorCode of
MimeProblem and a severity of Error.

8.10.8 Manifest sample

The following fragment demonstrates a typical Manifest for a message with a single payload
MIME body part:

<eb: Mani fest id="Manifest" eb:version="98.0" SOAP- ENV: nust Under st and="1">
<eb: Ref erence i d="pay01"
x| i nk: href ="ci d: payl oad- 1"
xlink:rol e="http://regrep.org/gci/purchaseO der">
<eb: Descri pti on>Purchase Order for 100, 000 w dget s</ eb: Descri pti on>
<eb: Schema | ocati on="http://regrep.org/gci/purchaseO der/po. xsd"
ver si on="98. 0"/ >
</ eb: Ref erence>
</ eb: Mani f est >

8.11 StatusData Element

The StatusData element is used by one MSH to respond to a request on the status of the
processing of a message that was previously sent (see also section 9.1).
The StatusData element consists of the following elements and attributes:

» aREQUIRED RefToMessageld element

* aTimestamp element

« aREQUIRED SOAP mustUnderstand attribute

« aREQUIRED version attribute

« amessageStatus attribute

8.11.1 RefToMessageld element

A REQUIRED RefToMessageld element that contains the Messageld of the message whose
status is being reported.

8.11.2 Timestamp element

The Timestamp element contains the time that the message, whose status is being reported,
was received (section 8.4.6.2.). This MUST be omitted if the message whose status is being
reported is NotRecognized or the request was UnAuthorized.

8.11.3 SOAP mustUnderstand attribute

The REQUIRED SOAP mustUnderstand attribute, namespace qualified to the SOAP
namespace (http://schemas.xmlsoap.org/soap/envelope/), indicates that the contents of the
StatusData element MUST be understood by a receiving process or else the message MUST be
rejected in accordance with [SOAP]. This attribute MUST have a value of '1' (true).

8.11.4 version attribute

The REQUIRED version attribute indicates the version of the ebXML Message Service Header
Specification to which the ebXML SOAP Header extensions conform. Its purpose is to provide
future versioning capabilities. The value of the version attribute MUST be “0.98b”. Future
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versions of this specification SHALL require other values of this attribute. The version attribute
MUST be namespace qualified for the ebXML Message Header namespace defined above.

8.11.5 messageStatus attribute
The messageStatus attribute identifies the status of the message that is identified by the
RefToMessageld element. It SHALL be set to one of the following values:

 UnAuthorized — the Message Status Request is not authorized or accepted

* NotRecognized — the message identified by the RefToMessageld element in the
StatusData element is not recognized

* Received - the message identified by the RefToMessageld element in the StatusData
element has been received by the MSH

Note: if aMessage Status Request is sent after the elapsed time indicated by persistDuration has passed
since the message being queried was sent, then the M essage Status Response may indicate that the
Messagel d was NotRecognized as the Messagel d is no longer in persistent storage.

8.11.6 StatusData sample

An example of the StatusData element is given below:

<eb: St at usDat a SOAP- ENV: nust Under st and="1"
eb: versi on="98. 0" eb: nessageSt at us=" Recei ved" >
<eb: Ref ToMessagel d>323210: e52151ec74: - 7f f c@t acy</ eb: Ref ToMessagel d>
<eb: Ti mest anp>20010309T122230. 105Z</ eb: Ti nest anp></ eb: St at usDat a>

8.12 Acknowledgment Element

The Acknowledgment element is an optional element that is used by one Message Service
Handler to indicate that another Message Service Handler has received a message. The
RefToMessageld in a message containing an Acknowledgement element is used to identify the
message being acknowledged by its Messageld.
The Acknowledgment element consists of the following elements and attributes:

 aTimestamp element

* aFrom element

« a REQUIRED SOAP mustUnderstand attribute

« a REQUIRED version attribute

e atype attribute

* asigned attribute

8.12.1 Timestamp element

The Timestamp element is a value representing the time that the message being acknowledged
was received by the Party generating the acknowledgment message. It must conform to an
[XMLSchema] timelnstant (section 8.4.6.2).

8.12.2 From element

This is the same element as the From element within MessageHeader element (see section
8.4.1). However, when used in the context of an Acknowledgment element, it contains the
identifier of the Party that is generating the acknowledgment message.

If the From element is omitted then the Party that is sending the element is identified by the From
element in the MessageHeader element.

8.12.3 SOAP mustUnderstand attribute

The REQUIRED SOAP mustUnderstand attribute, namespace qualified to the SOAP
namespace (http://schemas.xmlsoap.org/soap/envelope/), indicates that the contents of the
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Acknowledgment element MUST be understood by a receiving process or else the message
MUST be rejected in accordance with [SOAP]. This attribute MUST have a value of '1' (true).

8.12.4 version attribute

The REQUIRED version attribute indicates the version of the ebXML Message Service Header
Specification to which the ebXML SOAP Header extensions conform. Its purpose is to provide
future versioning capabilities. The value of the version attribute MUST be “0.98b”. Future
versions of this specification SHALL require other values of this attribute. The version attribute
MUST be namespace qualified for the ebXML Message Header namespace defined above.

8.12.5 type attribute

The type attribute indicates who sent the acknowledgment message. It MUST contain either:

» DeliveryReceipt - indicates that the acknowledgment message was generated by the To
Party identified by the To element of the message being acknowledged, or

* Acknowledgement - indicates that the acknowledgment message was generated by a
Party that is not the To Party identified by the To element of the message being
acknowledged. Typically this will be a Party that has received the message and is
forwarding it to either the To Party or another Party with the intention that the message is
sent to the To Party.

The default value for type is DeliveryReceipt.
8.12.6 signed attribute

The signed attribute indicates whether the acknowledgment message is digitally signed. It MUST
contain either:

e true - indicates that the acknowledgment message is digitally signed, or
» false - indicates that the acknowledgment message is not digitally signed

The default value for signed is false.

See section 12 for details on what should be signed and how a signature that signs an
acknowledgment message should be checked.

8.12.7 Acknowledgement sample

An example of the Acknowledgement element is given below:

<eb: Acknowl edgnent SOAP- ENV: nust Under st and="1"
eb: versi on="0. 98b" eb: t ype="Acknow edgnent" eb: si gned="fal se">
<eb: Ti mest anp>20010309T122230. 109Z</ eb: Ti nest anp>

</ eb: Acknow edgnent >

8.13 Combining ebXML SOAP Extension Elements

This section describes how the various ebXML SOAP extension elements may be used in
combination.

8.13.1 Manifest element

The Manifest element MUST be present if there is any data associated with the message that is
not present in the Header Container. This applies specifically to data in the Payload Container or
elsewhere, e.g. on the web.

8.13.2 MessageHeader element
The MessageHeader element MUST be present in every message.
8.13.3 TraceHeaderList element

The TraceHeaderList element MAY be present in any message. It MUST be present if the
message is being sent reliably (see section 10) or over multiple hops (see section 8.5.5).
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8.13.4 StatusData element

This element MUST NOT be present with the following elements:
* aManifest element
e an ErrorList element with a highestSeverity attribute set to Error

8.13.5 ErrorList element

If the highestSeverity attribute on the ErrorList is set to Warning, then this element MAY be
present with any other element.

If the highestSeverity attribute on the ErrorList is set to Error, then this element MUST NOT be
present with the following:

* a Manifest element
* a StatusData element

8.13.6 Acknowledgment element

An Acknowledgment element MAY be present on any message.
8.13.7 Signature element

One or more Signature elements MAY be present on any message.
8.13.8 Via element

One-and-only-one Via element MAY be present in any message.
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9 Message Service Handler Services

The Message Service Handler MAY support two services that are designed to help provide
smooth operation of a Message Handling Service implementation:

* Message Status Request
* Message Service Handler Ping

If a receiving MSH does not support the service requested, it SHOULD return a SOAP Fault with
a faultCode of MustUnderstand. Each service is described below:

9.1 Message Status Request Service

The Message Status Request Service consists of the following:

* A Message Status Request message containing details regarding a message previously
sent is sent to a Message Service Handler (MSH)

» The Message Service Handler receiving the request responds with a Message Status
Response message.

A Message Service Handler SHOULD respond to Message Status Requests that have been sent
reliably (see section 10) and the Messageld in the RefToMessageld is present in persistent
storage (see section 10.1.1).

An implementation MAY also respond to Message Status Requests that have not been sent
reliably.

A Message Service also SHOULD NOT use the Message Status Request Service to implement
Reliable Messaging.

9.1.1 Message Status Request Message
A Message Status Request message consists of an ebXML Message containing no ebXML
Payload and the following elements in the ebXML Header:

A MessageHeader element

A TraceHeaderList element

A Signature element
The TraceHeaderList and the Signature elements MAY be omitted (see sections 8.5 and
8.13.7).
The MessageHeader element MUST contain the following:

« aFrom element that identifies the party that created the message status request
message

» aTo element that identifies a party who should receive the message. If a TraceHeader
was present on the message whose status is being checked, this MUST be the
ReceiverURI from that message

* aRefToMessageld element within the MessageData element containing the Messageld
of the message whose status is being queried

e a Service element that contains: uri:www.ebxml.org/messageService
» an Action element that contains StatusRequest

The message is then sent to the To party.
9.1.2 Message Status Response Message

Once the To party receives the Message Status Request message, they SHOULD generate a
Message Status Response message consisting of no ebXML Payload and the following elements
in the ebXML Header.
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 aMessageHeader element

» aTraceHeaderList element

* an Acknowledgment element

» a StatusData element (see section 8.11)

e aSignhature element
The TraceHeaderList, Acknowledgment and Signature elements MAY be omitted (see
sections 8.5, 8.13.6 and 8.13.7).
The MessageHeader element MUST contain the following:

« aFrom element that identifies the sender of the Message Status Response message

 aTo elementthat is set to the value of the From element in the Message Status Request
message

e a Service element that contains the value: uri:www.ebxml.org/messageService/
e anAction element that contains StatusResponse
 aRefToMessageld that identifies the Message Status Request message.

The message is then sent to the To party.
9.1.3 Security Considerations

Parties who receive a Message Status Request message SHOULD always respond to the
message. However, they MAY ignore the message instead of responding with messageStatus
set to UnAuthorized if they consider that the sender of the message is unauthorized. The
decision process that results in this course of action is implementation dependent.

9.2 Message Service Handler Ping Service

The Message Service Handler Ping Service enables one MSH to determine if another MSH is
operating. It consists of:

* sending a Message Service Handler Ping message to a MSH, and
* the MSH that receives the Ping responding with a Message Service Handler Pong
message.

9.2.1 Message Service Handler Ping Message
A Message Service Handler Ping (MSH Ping) message consists of an ebXML Message
containing no ebXML Payload and the following elements in the ebXML Header:

A MessageHeader element

A TraceHeaderList element

* A Signature element
The TraceHeaderList and the Signature elements MAY be omitted (see sections 8.5 and
8.13.7).
The MessageHeader element MUST contain the following:

» aFrom element that identifies the party creating the MSH Ping message

» aTo element that identifies the party that is being sent the MSH Ping message

» a Service element that contains: uri:www.ebxml.org/messageService/

* an Action element that contains Ping

The message is then sent to the To party.
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9.2.2 Message Service Handler Pong Message

Once the To party receives the MSH Ping message, they MAY generate a Message Service
Handler Pong (MSH Pong) message consisting of an ebXML Message containing no ebXML
Payload and the following elements in the ebXML Header:

 aMessageHeader element
* aTraceHeaderList element
e an Acknowledgment element
e aSignature element
The TraceHeaderList, Acknowledgment and Signature elements MAY be omitted (see
sections 8.5, 8.13.6 and 8.13.7).
The MessageHeader element MUST contain the following:
« aFrom element that identifies the creator of the MSH Pong message
* aTo element that identifies a Party that generated the MSH Ping message
e a Service element that contains the value: uri:www.ebxml.org/messageService/
e an Action element that contains the value Pong
 aRefToMessageld that identifies the MSH Ping message.

The message is then sent to the To party.
9.2.3 Security Considerations

Parties who receive a MSH Ping message SHOULD always respond to the message. However,
there is a risk that some parties might use the MSH Ping message to determine the existence of
a Message Service Handler as part of a security attack on that MSH. Therefore, recipients of a
MSH Ping MAY ignore the message if they consider that the sender of the message received is
unauthorized or part of some attack. The decision process that results in this course of action is
implementation dependent.
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10 Reliable Messaging

Reliable Messaging defines an interoperable protocol such that the two Message Service
Handlers (MSH) can “reliably” exchange messages that are sent using “reliable messaging”
semantics, resulting in the To Party receiving the message once and only once.

Reliability is achieved by a receiving MSH responding to a message with an Acknowledgment
Message.

10.1.1 Persistent Storage and System Failure

A MSH that supports Reliable Messaging MUST keep messages that are sent or received reliably
in persistent storage. In this context persistent storage is a method of storing data that does not
lose information after a system failure or interruption.

This specification recognizes that different degrees of resilience may be realized depending on
the technology that is used to persist the data. However, as a minimum, persistent storage that
has the resilience characteristics of a hard disk (or equivalent) SHOULD be used. It is strongly
RECOMMENDED though that implementers of this specification use technology that is resilient to
the failure of any single hardware or software component.

After a system interruption or failure, an MSH MUST ensure that messages in persistent storage
are processed in the same way as if the system failure or interruption had not occurred. How this
is done is an implementation decision.

In order to support the filtering of duplicate messages, a receiving MSH SHOULD save the
Messageld in persistent storage. It is also RECOMMENDED that the following be kept in
Persistent Storage:

» the complete message, at least until the information in the message has been passed to
the application or other process that needs to process it

» the time the message was received, so that the information can be used to generate the
response to a Message Status Request (see section 9.1)
10.1.2 Methods of Implementing Reliable Messaging

Support for Reliable Messaging MAY be implemented in one of the following two ways:
» using the ebXML Reliable Messaging protocol, or

« using ebXML Header and Message structures together with commercial software
products that are designed to provide reliable delivery of messages using alternative
protocols.

10.2 Reliable Messaging Parameters

This section describes the parameters required to control reliable messaging. This parameter
information can be specified in the CPA or in the MessageHeader (section 8.4.2).

10.2.1 Delivery Semantics
The deliverySemantics value MUST be used by the From Party MSH to determine whether the

Message must be sent reliably. Valid Values are:

¢ OnceAndOnlyOnce. The message must be sent using a reliableMessagingMethod
that will result in the application or other process at the To Party receiving the message
once and only once

« BestEffort The reliable delivery semantics are not used. In this case, the value of
reliableMessagingMethod is ignored.

The value for deliverySemantics is specified in the CPA or in MessageHeader (section 8.4.2).

If no value is specified the default value is BestEffort.
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If deliverySemantics is set to OnceAndOnlyOnce, the From Party MSH and the To Party MSH
must adopt the Reliable Messaging behavior (see section 10) that describes how messages are
resent in the case of failure and duplicates are ignored.

If deliverySemantics is set to BestEffort, a MSH that received a message that it is unable to
deliver MUST NOT take any action to recover or otherwise notify anyone of the problem. The
MSH that sent the message must not attempt to recover from any failure. This means that
duplicate messages might be delivered to an application and persistent storage of messages is
not required.

If the To Party is unable to support the type of delivery semantics requested, the To Party
SHOULD report the error to the From Party using an ErrorCode of NotSupported and a
Severity of Error.

10.2.2 MSHTimeAccuracy

The mshTimeAccuracy parameter indicates the minimum accuracy a Receiving MSH keeps the
clocks it uses when checking, for example, TimeToLive. Its value is in the format “mm:ss” which
indicates the accuracy in minutes and seconds.

10.2.3 Time To Live

The TimeToLive value indicates the time by which a message should be delivered to and
processed by theTo Party. It must conform to an XML Schema timelnstant.

In this context, the TimeToLive has expired if the time of the internal clock of the receiving MSH
is greater than the value of TimeToLive for the message.

When setting a value for TimeToLive it is RECOMMENDED that the From Party’s MSH takes
into account the accuracy of its own internal clocks as well as the MSH TimeAccuracy
parameter for the receiving MSH indicating the accuracy to which a MSH will keep its internal
clocks. How a MSH ensures that its internal clocks are kept sufficiently accurate is an
implementation decision.

If the To Party’s MSH receives a message where TimeToLive has expired, it SHALL send a
message to the From Party MSH, reporting that the TimeToLive of the message has expired.
This message SHALL be comprised of an ErrorList containing an error that has the errorCode
attribute set to TimeToLiveExpired, and the severity attribute set to Error.

10.2.4 reliableMessagingMethod

The reliableMessagingMethod attribute SHALL have one of the following values:
e ebXML
* Transport

The default implied value for this attribute is eb XML and is case sensitive. Refer to section 8.6.5
for discussion of the use of this attribute.

10.2.5 AckRequested

The AckRequested value is used by the sending MSH to request that the receiving MSH returns
an acknowledgment message with an Acknowledgment element with a type of
Acknowledgment..

Valid values for AckRequested are:
» Unsigned - requests that an unsigned Acknowledgement is requested
« Signed - requests that a signed Acknowledgement is requested, or
* None - indicates that no Acknowledgement is requested.

The default value is None.
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10.2.6 Timeout Parameter

The timeout parameter is an integer value that specifies the time expressed as a [XMLSchema]
timeDuration, that the Sending MSH MUST wait for an Acknowledgement Message before first
resending a message to the Receiving MSH.

10.2.7 Retries

The retries value is an integer value that specifies the maximum number of times a Sending
MSH SHOULD attempt to redeliver an unacknowledged message using the same
Communications Protocol.

10.2.8 Retrylnterval

The retrylnterval value is a time value, expressed as a duration in accordance with the
[XMLSchema] timeDuration data type. This value specifies the minimum time the Sending MSH
MUST wait between retries, if an Acknowledgment Message is not received.

10.2.9 PersistDuration

The persistDuration value is the minimum length of time, expressed as a [XMLSchema]
timeDuration, that data from a reliably sent Message, is kept in Persistent Storage by a receiving
MSH.

If the persistDuration has passed since the message was first sent, a Sending MSH SHOULD
NOT resend a message with the same Messageld. .

If a message cannot be sent successfully before persistDuration has passed, then the Sending
MSH should report a delivery failure (see section 10.4).

10.3 ebXML Reliable Messaging Protocol

The ebXML Reliable Messaging Protocol described in this section MUST be followed if the
deliverySemantics parameter/element is set to OnceAndOnlyOnce and the
reliableMessagingMethod parameter/element is set to eb XML (the default).

The ebXML Reliable Messaging Protocol is illustrated by the figure below.

Party A Party A Party B Party B
Application MSH MSH Application

Data

Message

p Acknowledgment

Data

Figure 10-1 Indicating that a message has been received
The receipt of the acknowledgment message indicates that the message being acknowledged
has been successfully received and either processed or persisted by the receiving MSH.

An acknowledgment message MUST contain a MessageData element with a RefToMessageld
that contains the same value as the Messageld element in the message being acknowledged.

Message Service Specification 0.98b Page 44 of 75
Copyright © ebXML 2000 & 2001. All Rights Reserved.



1429

1430
1431

1432
1433

1434
1435
1436
1437

1438

1439
1440

1441
1442
1443

1444
1445

1446

1447
1448
1449

1450

1451
1452
1453

1454

1455
1456

1457
1458

1459
1460

1461
1462
1463

1464
1465

1466

1467
1468
1469
1470

ebXML Transport, Routing and Packaging March 2001

10.3.1.1 Sending Message Behavior

If a MSH is given data by an application that needs to be sent reliably (i.e. the
deliverySemantics is set to OnceAndOnlyOnce), then the MSH MUST do the following:

1. Create a message from components received from the application that includes a
TraceHeader element that identifies the sender and the receiver URIs.

2. Save the message in persistent storage (see section 10.1.1)
Send the message to the Receiver MSH

4. Wait for the Receiver MSH to return an acknowledgment message and, if it does not, then
take the appropriate action as described in section 10.3.1.4

10.3.1.2 Receiving Message Behavior

If the deliverySemantics for the received message is set to OnceAndOnlyOnce then do the
following:

1) If the message is just an acknowledgement (i.e. the Service element is set to
http://www.ebxml.org/namespaces/messageService/MessageAcknowledgment and Action
is set to Acknowledgment), then:

a) Look for a message in persistent storage that has a Messageld that is the same as the
value of RefToMessageld on the received Message

b) If a message is found in persistent storage then mark the persisted message as delivered

2) Otherwise, if the message is not just an acknowledgement, then check to see if the
message is a duplicate (e.g. there is a Messageld held in persistent storage that was
received earlier that contains the same value for the Messageld)

c) If the message is not a duplicate then do the following:

i) Save the Messageld of the received message in persistent storage. As an
implementation decision, the whole message MAY be stored if there are other
reasons for doing so.

ii) If the received message contains a RefToMessageld element then do the following:

(1) Look for a message in persistent storage that has a Messageld that is the same
as the value of RefToMessageld on the received Message

(2) If amessage is found in persistent storage then mark the persisted message as
delivered

iii) Generate an Acknowledgement Message in response (see section 10.3.1.3).
d) If the message is a duplicate, then do the following:

i) Look in persistent storage for the first response to the received message and resend
it (i.e. it contains a RefToMessageld that matches the Messageld of the received
message)

i) If amessage was found in persistent storage then resend the persisted message
back to the MSH that sent the received message,

iii) If no message was found in persistent storage, then:

(1) if syncReply is set to True and if the CPA indicates an application response is
included, ignore the received message (i.e. no message was generated in
response to the message, or the processing of the earlier message is not yet
complete)

Message Service Specification 0.98b Page 45 of 75
Copyright © ebXML 2000 & 2001. All Rights Reserved.


http://www.ebxml.org/namespaces/messageService/MessageAcknowledgement

1471
1472

1473

1474
1475
1476

1477
1478

1479
1480

1481
1482
1483
1484

1485
1486

1487
1488

1489
1490
1491

1492
1493
1494

1495
1496

1497

1498
1499
1500
1501

1502
1503

ebXML Transport, Routing and Packaging March 2001

(2) if syncReply is set to False then generate an Acknowledgement Message (see
section 10.3.1.3).

10.3.1.3 Generating an Acknowledgement Message

An Acknowledgement Message MUST be generated whenever a message is received with:
» deliverySemantics set to OnceAndOnlyOnce and
* reliableMessagingMethod set to ebXML (the default).

As a minimum, it MUST contain a MessageData element with a RefToMessageld that contains
the same value as the Messageld element in the message being acknowledged.

If ackRequested in the TraceHeader of the received message is set to Signed or Unsigned
then the acknowledgement message MUST also contain an Acknowledgement element.

Depending on the value of the syncReply parameter, the Acknowledgement Message can also
be sent at the same time as the response to the received message. In this case, the values for
the MessageHeader elements of the Acknowledgement Message are set by the designer of the
Service.

If an Acknowledgment element is being sent on its own, then the value of the MessageHeader
elements MUST be set as follows:

1) The Service element MUST be set to: uri:www.ebxml.org/messageService/
2) The Action element MUST be set to Acknowledgment.

3) The From element MAY be populated with the TO element extracted from the message
received, or it MAY be set to the ReceiverURI from the last TraceHeader in the message
that has just been received

4) The To element MAY be populated with the FROM element extracted from the message
received, or it MAY be set to the SenderURI from the last TraceHeader in the message that
has just been received

5) The RefToMessageld element MUST be set to the Messageld of the message that has just
been received

10.3.1.4 Resending Lost Messages and Duplicate Filtering

This section describes the behavior that is required by the sender and receiver of a message in
order to handle when messages are lost. A message is "lost" when a sending MSH does not
receive a response to a message. For example, it is possible that a message was lost, for
example:

Party A Party A Party B Party B

Application MSH MSH Application
Data
—_—h

Message X

h=g. Lost

Figure 10-2 Undelivered Message
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It is also possible that the Acknowledgment Message was lost, for example:

Party A Party A Party B Party B
Application MSH MSH Application
Data R
Message

Acknowledgment
-

2ok Lost Data

h 4

Figure 10-3 Lost Acknowledgment Message

The rules that apply are as follows:

1) The Sending MSH MUST resend the original message if an Acknowledgment Message has
not been received from the Receiving MSH and either of the following are true:

a) The message has not yet been resent and at least the time specified in the timeout
parameter has passed since the first message was sent, or

b) The message has been resent, and the following are both true:

i) Atleast the time specified in the retryInterval has passed since the last time the
message was resent, and

i) The message has been resent less than the number of times specified in the retries
Parameter

2) If the Sending MSH does not receive an Acknowledgment Message after the maximum
number of retries, the Sending MSH SHOULD notify the application and/or system
administrator function of the failure to receive an acknowledgement.

3) If the Sending MSH detects an unrecoverable communications protocol error at the transport
protocol level, the Sending MSH SHOULD resend the message.

10.3.1.5 Duplicate Message Handling

In this context:

» anidentical message is a message that contains, apart from perhaps an additional
TraceHeader element, the same ebXML Header and ebXML Payload as the earlier
message that was sent.

» aduplicate message is a message that contains the same Messageld as an earlier
message that was received.

» the first message is the message with the earliest Timestamp in the MessageData
element that has the same RefToMessageld as the duplicate message.

Note: the Communication Protocol Envelope MAY be different. This means the same message MAY be
sent using different communication protocols and the reliable messaging behavior described in this section
will still apply. The ability to use aternative communication protocols may be specified in the CPA and is
an OPTIONAL implementation specific feature.
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Party A Party A Party B Party B
Application MSH MSH Application
Data .
Message »

Acknowledgment
-+

Ack. Lost Data _
Message
Message Mz, Lost
L
Acknowledgment| fgnore
Duplicate

Figure 10-4 Resending Unacknowledged Messages

The diagram above shows the behavior that MUST be followed by the sending and receiving
MSH that are sent with deliverySemantics of OnceAndOnlyOnce. Specifically:

1) The sender of the message (e.g. Party A) MUST resend the identical message if no
Acknowledgment Message is received

2) When the recipient (Party B) of the message receives a duplicate message, it MUST resend
to the sender (Party A) a message identical to the first message that was sent to the sender
Party A)

3) The recipient of the message (Party B) MUST NOT forward the message a second time to
the application/process.

10.4 Failed Message Delivery

If a message sent with deliverySemantics set to OnceAndOnlyOnce cannot be delivered, the
MSH or process SHOULD send a delivery failure notification to the From Party. The delivery
failure notification message contains:

» aFrom Party that identifies the party who detected the problem

« aTo Party that identifies the From Party that created the message that could not be
delivered

* aService element and Action element set as described in 11.5
e an Error element with a severity of:

- Error if the party who detected the problem could not transmit the message (e.g. the
communications transport was not available)

- Warning if the message was transmitted, but an acknowledgment message was not
received. This means that the message probably was not delivered although there is
a small probability that it was.

« an ErrorCode of DeliveryFailure

It is possible that an error message with an Error element with an ErrorCode set to
DeliveryFailure cannot be delivered successfully for some reason. If this occurs, then the From
Party that is the ultimate destination for the error message SHOULD be informed of the problem
by other means. How this is done is outside the scope of this specification.
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11 Error Reporting and Handling

This section describes how one ebXML Message Service Handler (MSH) reports errors it detects
in an ebXML Message to another MSH. The ebXML Message Service error reporting and
handling is to be considered as being a layer of processing above the SOAP Processor layer.
This means that the ebXML MSH is essentially an application-level handler of a SOAP message
from the perspective of the SOAP Processor. The SOAP Processor MAY generate SOAP Fault
messages if it is unable to process the message. A Sending MSH MUST be prepared to accept
and process these SOAP Faults.

It is possible for the ebXML MSH software to cause a SOAP Fault to be generated and returned
to the sender of a SOAP message. In this event, the returned message MUST conform to the
[SOAP] specification processing guidelines for SOAP Faults.

An ebXML SOAP message that reports an error that has a highestSeverity of Warning SHALL
NOT be reported or returned as a SOAP Fault.

11.1 Definitions

For clarity two phrases are defined that are used in this section:
* message in error. A message that contains or causes an error of some kind

* message reporting the error. A message that contains an ebXML ErrorList element that
describes the error(s) found in a message in error.

11.2 Types of Errors

One MSH needs to report to another MSH errors in a message in error. For example, errors
associated with:

» ebXML namespace qualified content of the SOAP message document (see section 8),
» reliable messaging failures (see section 10), or
*  security (see section 12).

Unless specified to the contrary, all references to "an error" in the remainder of this specification
imply any or all of the types of errors listed above.

Errors associated with Data Communication protocols are detected and reported using the
standard mechanisms supported by that data communication protocol and are do not use the
error reporting mechanism described here.

11.3 When to generate Error Messages

When an MSH detects an error in a message it is strongly RECOMMENDED that the error is
reported to the MSH that sent the message that had an error if:

« the Error Reporting Location (see section 11.4) to which the message reporting the error
should be sent can be determined, and

« the message in error does not have an ErrorList element with highestSeverity set to
Error.
If the Error Reporting Location cannot be found or the message in error has an ErrorList element
with highestSeverity set to Error, it is RECOMMENDED that:
« the error is logged,
« the problem is resolved by other means, and
* no further action is taken.
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11.3.1 Security Considerations

Parties that receive a Message containing an error in the header SHOULD always respond to the
message. However they MAY ignore the message and not respond if they consider that the
message received is unauthorized or is part of some security attack. The decision process that
results in this course of action is implementation dependent.

11.4 Identifying the Error Reporting Location

The Error Reporting Location is a URI that is specified by the sender of the message in error that
indicates where to send a message reporting the error.

The ErrorURI implied by the CPA, identified by the CPAId on the message, SHOULD be used. If
no ErrorURI is implied by the CPA, the SenderURI MUST be used.

Even if the message in error cannot be successfully analyzed or parsed, MSH implementers
SHOULD try to determine the Error Reporting Location by other means. How this is done is an
implementation decision.

11.5 Service and Action Element Values

An ErrorList element can be included in an ebXMLHeader that is part of a message that is being
sent as a result of processing of an earlier message. In this case, the values for the Service and
Action elements are set by the designer of the Service.

An ErrorList element can also be included in an ebXMLHeader that is not being sent as a result
of the processing of an earlier message. In this case, the values of the Service and Action
elements MUST be set as follows if the highestSeverity is set to Error: If the highestSeverity
is set to Warning, the Service and Action elements MUST NOT be used.

» The Service element MUST be set to: uri:www.ebx