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2.7    Legal

Beyond the security requirements identified in section 2.6, the following additional legal requirements exist:

· Comply with the requirements of UN/CEFACT recommendation 14 - Authentication of Trade Documents by Means Other Than Signature 

· Provide versioning support to facilitate reconstructing the semantic meaning of transactions in accordance with the underlying transaction format used

· Ensure full audit capability is supported

· Ensure all transmitted data is well defined by a minimal set of metadata

· Ensure a mechanism provides for identifying completeness of a transaction
 
· Ensure that the arrangements for ownership and maintenance of the intellectual property in the registry and repository promote the openness and interoperability requirements stated herein

2.7     Digital Signatures

Digital signatures, or electronic signatures, have security and legal implications that directly impact on electronic business requirements. As more and more government bodies define digital signatures, and enact legislation that adopts such techniques as having the same force of law as traditional signatures, new technology solutions must accommodate these business requirements.  




 

The ebXML technical framework must support electronic transactions that provide for electronic signatures at an appropriate level within the transaction to meet requirements of both the sender and receiver in keeping with the foregoing requirements.
� I have no suggestions for changing this point, but observe that compliance may require that BP modelling cover economic events.





�  In order to facilitate wide adoption, and convince users to rely on the stability of the system, the standard will need to publicly resolve several IP issues – such as the extent to which donors of a business object to a registry are deemed to waive their rights to inhibit its further distribution.  I do not think those issues need to be discussed in the RA, but the obligation to resolve them should be acknowleged here.  


�  The cited California statute is obsolete.   Citing to it would be misleading at this point.  It was one of a few early experimental statutes that provided deliberate preferential treatment to PKI as a signature mechanism.  This approach generally has been discredited in the U.S., in favor of technology-neutral rules.  The statute has been superseded by the recent federal “e-Sign” bill, and in state statutes by the 1999 Uniform Electronic Transactions Act enacted in California and about 23 other states.   The remaining states are expected to follow suit within the next two years.  





�PAGE \# "'Page: '#'�'"  ��***I think that it is essential that the project leader of each group be mandated to read at least their related sections and sign it off.  Preferably – to get them to read all sections





